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ABSTRACT:

In this paper we discuss the sociotechnical nature of mobile computing as used by three policing
agencies within the United States. Mobile devices, access and service was provided via a third
generation wireless network to a focal application, Pennsylvania’s Justice NETwork (JNET), a
secure web-based portal connecting authorized users to a set of 23 federated criminal justice and
law enforcement databases via a query-based interface. In this study we conceptualize mobility
and policing as a sociotechnical ensemble that builds on the social-shaping of technology
perspective and the tradition of sociotechncial theorizing focusing on the co-design of work
practices and technologies to support work. Drawing from the social informatics tradition, we
turn a critical, empirical, and contextual lens on the practices of mobility and work. Our analysis
of the data leads us to find that the social and the technical are still separate in this mobile work
context. This simple view of social and technical as related, but distinct, often leads to problems
with collecting and interpreting evidence of ICT-based system’s design and use. We further note
this over-simplification of sociotechnical action is likely to continue unless more viable analytic
approaches are developed and the assumptions of the current techno-determinist approaches
challenged more explicitly.
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THE SOCIOTECHNICAL NATURE OF MOBILE COMPUTING AND WORK:
EVIDENCE FROM A STUDY OF POLICING IN THE UNITED STATES

INTRODUCTION

One of the many alluring possibilities of mobile computing is that people will be able to access
computing resources while on the move. In organizational contexts, mobile computing (or
mobility as we refer to it here) engenders scenarios of increased productivity through instant
access to computing resources at any time from anywhere. Here we explore the sociotechnical
nature of this envisioned future for mobility. In the social informatics tradition, we turn a
critical, empirical, and contextual lens on the practices of mobility (Kling, 1999; 2000; Sawyer
and Eschenfelder, 2002, Kling, Rosenbaum and Sawyer, 2005, Sawyer, Wigand, and Crowston,
2005).

We first explain why policing is an appropriate domain in which to explore mobility and work.
We then conceptualize mobility as a sociotechnical ensemble. In subsequent sections we lay out
the research, outline our data collection and analysis, then present and discuss seven findings.
We conclude by focusing on implications regarding sociotechnical analysis.

Why Focus on Policing?

There are at least three reasons why policing is an appropriate domain for studying mobility.
First, police officer’s work has always been highly mobile. It is also knowledge-intensive and
pervasive (for more on this, see Manning, 2003). Second, there continues to be great interest in
using ICT to better support police officer’s information needs. For example Manning (1996), in
his study of cellular phone take-up among police, reported on the long-standing disparity
between police officer’s information needs and the abilities of the ICT used to provide them that
information®. Third, policing and criminal justice have long been a focus of academic study and
that provides us with extensive literatures on police work, the social norms, informal and formal
organizational governance mechanisms, and an understanding of their technological basis (see
Manning, 1977, Klockars and Mastrofski, 1991, Manning, 2003)?

Current research findings provide contrary views as to whether the take up of ICT are driving the
organization and structure of police departments, or if it is the reverse (Manning, 2003, Lin, Hu
and Chen, 2004; NASCIO, 2003; Taylor, Eppler and Tolman, 1998). Evidence is clear that the
uptake of new computer-based systems and uses of mobile technologies (beyond the nearly
omni-present radio communications suite in most cars and with most police officers in the US) is
accelerating in the US (Nunn, 2001). Partly, this attention comes in response to the country’s
increased attention to Homeland Security (Rudman, Clarke and Metzel, 2003), though efforts to
improve policing through advanced computing pre-date current attention (Northrup, Kraemer
and King, 1995). The limited functionality and advanced age of many criminal justice and
police systems further magnifies this attention (Brown, 2001).

Contemporary research also suggests that police are open-minded about new technologies
(wireless and otherwise) and generally view favorably the potential of new technologies to
change policing (Nunn and Quinet, 2002; Lin, et. al., 2004). In fact, the evidence shows that



most police departments across the United States have one-to-three year plans either to
implement wireless technology or have already implemented some form of wireless technology
(Dunworth, 2000). To support these efforts, both the United States Departments of Homeland
Security (DHS) and Justice (DoJ) provide a range of grants to support information technology
innovations in police departments throughout the nation. In addition, there is funding by local
jurisdictions, and a variety of other sources, including internally generated revenue, such as
fines, to support technological innovation.

MOBILE COMPUTING AS A SOCIOTECHNICAL ENSEMBLE

Sociotechnical perspectives focus both conceptual and analytical attention on three concepts: that
which is social, that which is technical and their inter-relations. In our study of mobile access to
computing resources for police work, the sociotechnical perspective helps us to highlight that
mobility is a complex and interdependent set of relations among people (workers and managers),
their organizational rules and roles, and various computing resources (such as the technical
aspects of the mobile infrastructure, devices used, information sources, and applications
accessed). Following Orlikowski and lacono (2001) we conceptualize mobile access to
computing resources as an ensemble comprising the wireless network, access devices,
applications being used, information and data (both structures and content), procedures followed,
norms of behavior (relative to events, systems and others), governance structures and both
institutional and environmental constraints.

Conceptualizing mobility as a sociotechnical ensemble helps highlight the nuanced and multi-
faceted inter-dependencies uniting people and what they do with computing resources and how
they are designed and used. We further that what is social and what is technical are engaged in
certain times and places and in certain ways. Thus, we build on the work of policing by focusing
on specific events and situate these events in specific times and places. This contextual frame
provides us the means to ground the analysis of the sociotechnical interactions.

The particular interactions among these constructs will likely vary by situation. For example, in
a routine® event such as a traffic stop, these constructs are tied together in a prescribed way.
There are policies regarding the use of the car and personal (attached to the officer’s uniform)
radio, a standard set of practices that guide the set of interactions the officer has with both the
police dispatcher and with the driver of the car being stopped, particular rules about the
information needed from police resources (such as registration, license plate numbers, car
details, and even data on the driver based on the driver’s license proffered to the officer), and
what data the officer can and should collect. Escalation procedures are proscribed, and these
vary based on time of day, assessments of the local situation, and other operational
considerations.

For instance, imagine that a sergeant” sees a pick-up truck speeding down a breakdown lane to
avoid stopped traffic in the travel lanes and gives chase. The drivers of the truck sees the police
car giving chase and, as is customary in the US, pulls over to the side of the road. The sergeant
sees that the driver is agitated to the point where he is cursing out the vehicle’s window; the
truck is shaking from ‘omni-directional fury,” and calls for backup from his car radio. While
waiting for backup, the officer puts on black leather gloves (in case they scuffle), unsnaps his



weapon’s securing strap (in case it goes beyond scuffling), calls in to police dispatch with
vehicle information, and then switches to his body radio, talk activated. With the radio live (and
all other officers on that frequency quiet, and the police dispatcher dispassionately updating time
until back-up arrives)° the sergeant approaches the upset driver and starts the (relatively
prescribed) process of gathering particular information on the driver’s identity as the first step in
writing up a traffic citation. The back up officer arrives while the sergeant is confronting the
driver, pulls up diagonally in front of the stopped pickup (to reduce the possibility of a ‘drive-
off’) and stands in plain view and direct line of sight to the driver, weapon at the ready.

A more common traffic stop will have less drama for the driver (but perhaps some irritation),
may not require backup, bring out the visible presence of force, and likely does not escalate until
the driver receives multiple citations. But, both traffic stops engage the same set of devices,
applications, network, common information and data flows, draw on the same governance
structures, follow the same set of procedures (albeit down differing paths, but paths stemming
from the same procedural guides), and reflect common and well-developed norms of policing
behavior (norms both explicitly taught through extensive training and also learned and reinforced
by doing policing).

We acknowledge that there are several active streams of sociotechnical research/theorizing (see
Horton, et al, 2005). For example, the European tradition of sociotechnical theorizing (which we
build on here) takes a social shaping of technology (SST) perspective. The SST perspective
highlights that the material characteristics and actions of any technology are shaped by the social
actions of the designers, the specific uses of that technology and the evolving patterns of use
over time. Conceptualizing mobility and policing as a sociotechnical ensemble builds on the
social-shaping of technology perspective (SST) (MacKenzie and Wajcman, 1985; Mackay and
Gillespie, 1992; Bijker; 1995, Law and Bijker, 1992; Williams and Edge, 1996).

In doing this we reject both technological determinism and social constructivist approaches in
favor of the mutually-constituted view of material technologies as shaping and being shaped by
evolving social processes. Both polarized frameworks have problems with agency, in that
constructivists give none to technology and the technological determinists attribute none to
society. Both are linear, one-dimensional, blackbox the artifact, and only address the outcomes
of technological change (Feenberg, 1991; Thomas, 1994).

We draw from the SST perspective because it facilitates the examination of the larger context of
technological change, the processes of technological change and most specifically the content of
the technological change itself (Williams and Edge, 1996). Central to the SST framework is the
concept of choice, in that technological innovation and development can be represented by a
series of choices of one technological path over another through a process of negotiation and
sometimes leading to irreversibility and lock-in of certain technologies (Collinridge, 1992;
Callon, 1993; Rosenberg, 1994; Arthur, 1989; Cowan, 1992). And finally the SST perspective is
particularily adept at exposing the governance, control and polical motivations behing
technological choice and development, critically exposing priveledge and power (Bijker, 1993;
Winner, 1977;Winner, 1980, Hard, 1993, Latour, 1988)



A second, work-studies, tradition of sociotechnical theorizing focuses on the co-design of work
practices and technologies to support work. This co-design perspective has been taken up in
North America and evolved in two ways. The first is a benign neglect of the interaction between
what is social and technical, leading to an evocation of the concepts without a concomitant
analytical activity (see Scacchi, 2004 for a critical discussion). The SST approach is more recent
and reflects social informatics in that the efforts are focused on developing specific analytic
approaches that make explicit aspects of the social, the technical and their interaction (see Kling,
McKim, and King, 2001).

Rather than focusing on a specific theoretical approach to examining the sociotechnical action of
policing and mobility, we use Bijker’s (1995) principles of socio-technical change theory to
illustrate the generic goals of this approach, and to discuss the theoretical tensions that exist in
socio-technical IT research. These tensions provide a range of possibilities for specific socio-
technical research efforts. Here we use them as orienting principles for our conceptualization of
mobility and the consequent design of our research, data collection and analysis.

Bijker’s (1995) four principles of socio-technical change theory are derived from work in the
sociology of technology. These four principles provide a set of goals for any theory that strives
to take a socio-technical perspective: the seamless web principle, the principle of change and
continuity, the symmetry principle, and the principle of action and structure. The seamless web
principle states that any socio-technical analysis should not a priori privilege technological or
material explanations ahead of social explanations, and vice versa. The principle of change and
continuity argues that socio-technical analyses must account for both change and continuity, not
just one or the other. The symmetry principle states that the successful working of a technology
must be explained as a process, rather than assumed to be the outcome of ‘superior technology’.
Success and/or failure of a particular technology is explained as a result of socio-technological
developments, not as a cause of those developments. Success is in the eye of beholder. The actor
and structure principle states that socio-technical analyses should address both the actor-oriented
side of social behavior, with its actor strategies and micro interactions, and structure-oriented
side of social behavior, with its larger collective and institutionalized social processes.

While Bijker’s principles provide a set of ideals for socio-technical research to strive for, in
practice they illustrate tensions to be managed in the research process. Given the space
limitations, in the analysis to follow, we focus on highlighting findings relative to our concepts
and not specifically examining how the four principles guide this work.

EVIDENCE FROM A FIELD TRIAL OF POLICING, COMPUTING AND MOBILITY

To explore the sociotechnical perspective on productivity and the effects on work due in part to
pervasive access to computing resources, we report on a field study® of police officer’s uses of an
integrated criminal justice system accessed via the public wireless data network from laptops and
personal digital assistants (PDA) provided to the participants (see Sawyer and Tapia, 2003;
Sawyer and Tapia, 2004; Tapia and Sawyer, 2005a, 2005b) Each element of our field trial is
discussed below.

Mobile Access to Pennsylvania’s Justice Network



Mobile access for this trial was done via a third generation (3G) data network. In the US, 3G
networks are rolling out (typically based on population density) and mirror the cellular phone
network in terms of coverage. However, 3G networks use internet protocols, packet switching
(and, thus, digital packets), spread-spectrum transmission (which is inherently more secure than
cellular and 2G standards) and can sustain throughput speeds of up to 150 kilobits per second.
The 3G data networks in the US are private and multiple providers compete directly in each
market. While wireless coverage is extensive, no one carrier provides complete coverage of the
geography of the US and there may be gaps in service within covered areas. Moreover,
collectively, all providers’ coverage does not cover the geography of the US and a service gap in
one providers’ coverage is not alleviated by the coverage of a second. The major carriers in the
US have deployed their 3G networks in different ways and at different rates’. Generally, though,
they have focused on deploying in areas where that are most populated (cities and suburbs) and
most traveled (along major highways). Costs, reliability and coverage vary greatly in all other
areas (Federal Communications Commission, 2002)

The focal application was Pennsylvania’s Justice NETwork (JNET)?, a secure web-based portal
connecting authorized users to a set of 23 federated criminal justice and law enforcement
databases via a query-based interface. The JNET architecture is characterized by four elements.
First, and as noted, for the user it acts as a portal to the criminal-justice-related databases that the
Commonwealth of PA (and the U.S. Federal government). The data are owned by the relevant
state or Federal agency (for example, PA’s Department of Transportation, or PennDOT,
maintains driver’s license records and a picture database) and JNET provides a query-based
access to the driver license photos. Second, JNET is a secure system. Users are carefully vetted
before they get access, their use is tied to specific roles and these roles grant them varying levels
of access to the range of data available. Further, use is tied to secure connectivity (enabled
through encryption and virtual private networks) and this requires several forms of identification
to be used®. Users must also re-authentic periodically during their sessions in order to assure
security during use. And, re-authentication is required when accessing certain specific databases
through JNET. Until the field trial we report on here there was no mobile access: thus, security
was done via fixed lines and desktop computers. Third, JNET also provides electronic
messaging, email and reporting functions for users. These functions serve as both a common
message board across all criminal justice personnel in PA. The email alerts provide a means for
people to keep track of activities where they have some interests. For example, it is possible for
a parole officer to set up a query on a particular name, social security number or case number(s).
If that name or those numbers comes across the message board, she will be alerted and can more
easily follow-up on their parolee. Fourth, INET has been operational since early 2000 and it
supports thousands of queries each month (and use has grown by nearly 10% per month since
inception) (JNET, 2004)™.

The third part of the mobile access to JNET is the device being used to provide mobile access to
JNET (and to the internet more broadly). This device must have a special 3G modem card and
needs to be mobile. Most police cruisers have an integrated laptop, making this seemingly a
trivial effort (put in the wireless modem card, load on the security software, and use a browser).
However, there were a number of operational and legal issues that made this a non-trivial effort.
For example, many of the laptops are not equipped with space to load the modem card. Battery



draw on police cruisers is substantial, and this further limits laptop use (and the 3G modem cards
draw substantial power to run the antenna and maintain connectivity). Moreover, some cruiser’s
laptops have other software whose security and operational/licensing requirements precluded
additional applications from being added.

For officers not in a cruiser, the mobile device must be carried on their person. Again, this is not
a trivial effort considering that almost every square inch of the average police person’s body is
covered by some piece of gear. Moreover, the combination of current equipment (including
communications, weapons, body armor, etc.,) is nearly 25 pounds. This means that the mobile
device must often displace something the officer already carries. We return to this discussion
later in the paper.

FIELD TRIAL DESIGN, DATA COLLECTION, AND ANALYSIS

The field trial’s design focused attention to collecting data on the wireless network’s use, device
uses, JNET and other application’s uses, information and data sharing, and changes or
alterations to police officer’s work practices (particularly changes to in-field operations), social
norms on computing/uses (particularly regarding the value and importance of both mobile access
and JNET) and the officer’s operational governance (particularly the role of dispatch). As we
noted at the paper’s outset, in focusing on criminal justice we leverage the extensive knowledge
of policing and also partially control for industrial (extra-organizational) factors by staying
within one work domain.

The field trial also served as an intervention: mobile workers were provided with either a laptop
or a personal digital assistant (PDA) and secure access to the public 3G network. This was done
in two phases for pragmatic reasons. The first phase lasted three months, included five
participants and focused on laptop usage. The small number allowed us to refine data collection
protocols, ensure that we could meet the technological demands of supporting the access,
security and application use demands of a demanding operational environment. The second
phase began directly after the first phase’s completion, involved 13 participants, lasted three
months, and focused on PDA usage. All five of the participants in the first trial were part of the
second trial. This provided us with a subset of users who were engaged in mobile access to INET
for six months. The two-phase trial’s six month duration was guided by practical constraints of
user’s ability to participate in a trial while doing their normal policing and official duties. The
number included in the trial was constrained by the costs of providing devices, connectivity and
support to the officers.

Participants in both trials were police and other criminal justice officers from three organizations
(one county-level and two local-level) located within one Pennsylvania county. Two incentives
were used to motivate participants. First, we promised that all participants could keep the mobile
device(s) they were given to use (late-model laptops and high-end PDAs, both equipped with 3G
modem cards. And, in the case of the PDA, an external sleeve and battery pack to support the
modem card). Second, we made it clear that the participants’ input would be used to drive the
design of JNET for criminal justice uses, particularly for mobile access. Participants mentioned
that both were important to their deciding to engage. In addition, we worked with the
department heads and unit police chiefs to ensure that officers were given official recognition for



engaging in the field trial. Participating department heads and unit police chiefs were both
enthusiastic and supportive.

We used seven forms of data collection. First, we did pre- and post-interviews (at the beginning
and end of each trial periods) of all users. In phase one these were face-to-face, open-ended and
semi-structured interviews that lasted from 60 to 90 minutes. In phase two, we used a more
structured, self-administered, survey in place of some of the open-ended user interviews and
followed up with a phone-call discussion. Second, we led focus groups of users following the
trials. These were voluntary, and only two participants did not participate (for schedule reasons).
Third, all users completed a one week time diary of work behavior during the field trial. Fourth,
members of the research team did ride-alongs with users. We chose to ride-along with both
police and court officers, and with both supervisors and patrol officers. Fifth, we gathered
documents during all interviews, observations and visits (and did extensive web and library
research to support the field work). Sixth, we engaged in informal weekly interactions (via
phone, email and in person) with users. Finally, we gathered data about laptop uses, wireless
data transmission, and JNET usage via unobtrusive means (such browser logs, server logs, and
telecom activity logs). Data from the first six sources were either transcribed into digital format
or collected at source in digital format. Data from the usage logs came in digital format.

Our analysis focused on identifying issues with the 3G network’s connectivity/reliability, speed
and access, uses of INET (and other sources/applications), information and data access, and the
roles of the mobile devices. This was done through analysis of data drawn from the trouble-
ticketing log, analysis of time use (drawn from the logs) regarding connection via 3G networks,
volume of data transfer and time/usage of JNET, and through a series of topical analyses of the
texts created from the six forms of intensive data collection.

Analysis of data regarding information and data sharing, work practices, social norms and
operational governance followed traditional qualitative data analysis approaches (see Miles and
Huberman, 1994). In particular, we used three techniques: interim analysis of the data to guide
both future data collection and its interpretation, explanatory even matrices, and content analysis
of the transcripts, logs and field notes.

FINDINGS

We present and discuss seven findings. We find that police officer’s uses of 3G wireless
networks is dependent more on coverage and reliability of access than on speed (bandwidth).
Certainly, higher throughput speeds are better than lower speeds (particularly when transferring
driver’s license photos, as we discuss below). However, if coverage is not certain, then officers
either forget to access the network or become frustrated and actively choose to NOT access the
network. Moreover, if an officer takes the time, cognitive energy and effort to connect, and the
access attempt fails (for any number of reasons), it appears they quickly cease trying.

We find that the police officers in our study do not value laptops as access devices. They do,
however, appreciate these devices for other activities (such as reports and such, not connected to
wireless access). Police officers valued PDAS to an even greater degree. Again, these devices are
valued for personal information management and not as connective devices to the 3G network.



We did not attempt to trial pen-based or tablet computers: we suspect that these may combine the
portability of a PDA with the power and screen size (an important issue for officers) of a laptop.

The mobile access to, and uses of, INET and other applications was difficult to assess for two
reasons. First, the low reliability of the network coverage made it difficult for officer’s to access
these applications. The officer had to become very familiar with coverage patterns (that is, where
they could and could not gain access) and then be able to adjust their work patterns to
accommodate this coverage. Second, authentication and security overhead in access complicated
the log on procedures and caused connection drops. The two factor log on procedures made it
difficult for officers in the field to manage both connection and conduct their work. The design
of INET (which asks for updates on passwords and re-authentication as different databases are
searched) meant that it was easy for JNET to shut down the session unless the officer devoted
considerable attention to managing the interaction. This considerable attention to JNET had to
come at the expense of attention to other aspects of the officer’s work. In any operational event
(such as a traffic stop) the officer would not make this commitment.

Despite this difficulty, officers value INET for its ability to provide them information about
drivers, particularly the driver’s license photos and driver’s records. On this (and limited
evidence of this) alone, officers prized mobile access to JNET and found value in mobility. We
did not see any changes in information and data sharing for at least two reasons. First, the
design of INET for mobile access is to provide it to officers, and not through police dispatch.
Most all other information and data sharing, however, goes through police dispatch (both in a
controlled voice-based interaction and via current text-based systems that come to the police
cruiser’s onboard laptop).

We saw little changes to police officer’s work practices. Perhaps this is not surprising — the
operational environment of policing is harsh, and sometimes fatal. Police train extensively,
continually, and with great care to develop procedures to take an ambiguous situation and make
it less so. Changes in operational procedures are, thus, slow to come, painstakingly thought out,
and must be demonstrable improvements. If not, police are unlikely to risk their lives.

The great enthusiasm and interest on the uses of computing to improve policing seems to be one
of the strong social norms that police carry forward (Manning, 2003). However, when
confronted with changes to operational procedures and concerns with the computing system’s
reliability, the social norms of policing operations such as safety, professionalism and force
projection overwhelm the potential value of mobile access to computing resources that cannot be
consistently demonstrated.

The trial of mobile access to INET and other computing resources amplified the institutional
embededdness of the command and control structures in policing. In particular, the critical
social, organizational and technical roles that the police dispatcher plays came clear during this
trial. The design of JNET for individual access does not work well within police officer’s
operational governance. Were JNET to be a dispatch-based access model, however, governance
and information sharing would likely change more quickly.

A SOCIOTECHNICAL ACTION PERSPECTIVE
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In this section we reflect on these seven findings, general SST principles and return to Bijker’s
(1995) four principles of socio-technical change theory.

First, the social shaping of technology perspective (SST) lends itself to this analysis in three
ways, through a focus on interpretive implementation, socio-technical ensembles, and the
concept of the boundary object.

While many sociotechnical theorists have focused on the innovation stage of technological
development, SST allows for a central place for the stage of implementation and stresses the
non-linear, transformative, interpretive, and iterative nature of this stage (Williams and Edge,
1996). Fleck (1988) describes this process as “innofusion,” a struggle between design, trial,
exploration and use, as spiral, interactive and complex. Using this lens we can examine the
struggle between the relevant social groups including the designers of the PDA and laptop
devices, the designers of the 3G wireless cards, the developers of the INET software, the
providers of the 3G wireless broadband service, the policing administration of various
departments and the officer-users, as entering, perhaps unwittingly, into a collaborative design
process for mobile JNET. The struggle that we witnessed between each of these groups trying to
make the devices work can be seen as such a process.

The concept of socio-technical ensembles is also highly useful in this setting. SST stresses that
technology and organizations cannot be treated as separate entities. There exists a complex web
of mutual dependency between all relevant social groups, devices, expertise and information.
Bijker uses the term sociotechnical ensemble to denote this network of objects, infrastructures,
and humans and the roles they play (Bijker, 1995).These elements of the ensemble, whether
human or technical, must work together to produce a functioning whole. We can clearly see the
relationships of dependency within a socio-technical ensemble in the mobile JNet trial, even
more explicitly when the ensemble failed to perform up to expectations. In order for this trial to
have been labeled a success by all relevant social groups the devices, service and software would
have needed to perform as promised. However, the wireless coverage was inconsistent and
unreliable, the batteries were not sufficiently powerful to sustain required usage, the security
protocols were tedious, the officers’ tasks and information needs did not match what was offered,
and the officers need for administrative and IT training and support was unmet. At each of these
points the ensemble failed to perform in conjunction and never approached harmony.

It is obvious that mobile JNet was defined differently to different relevant social groups. For the
officers JNet mobile JNet was defined as a novelty, a potentially interesting tool to gain
information in the field but not reliable, simple, or hands-free enough to use in critical life-or-
death moments. For the developers of JNet, mobile JNet was an extension of an already proven
killer desktop application that just needed a few logistical bugs workers out to be a killer
application mobilely. For the device providers Mobile JNet was an open door into local
government market development. For the 3G wireless providers mobile JNet was a group of
unanticipated users who taxed and challenged a system that was not designed for their use. These
relevant social group can also be seen as communities of practice who share a technological
device in common, yet who interpret that device very differently. A boundary object is defined
as an object that is located in the middle’ of a group of actors with divergent viewpoints (Star,
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1989; Bowker and Star, 1999). The concept of the boundary object implies negotiation of
definitions between different communities of practice of a common artifact. This negotiation is
also a process infused with elements of competition, protection of one’s assets and territory and
ownership of the finial definition and control of the object (Fox, 2000)

The principle of the seamless web is that analysis should not a priori privilege the technological
explanations ahead of social explanations, and vice versa. The principle of change and
continuity means that analysis must account for both change and continuity. The symmetry
principle focuses analysis on the temporal processes by which social and technical interact. The
actor and structure principle makes clear that analysis must account for both action and structure.
In Table 1 we summarize these principles relative to the seven findings we noted in the previous
section and in the remainder of this section we discuss this summary.

<insert Table 1 near here>

Building on this, we make three observations. First, the institutional structures that help to
govern the work of policing serve as powerful moderators to both taking up and taking
advantage of new practices such as having mobile access to computing resources and
information. Even when the principles of change and continuity are instantiated with evidence
that moving out access to high-value resources (from fixed to mobile connection) is welcomed,
the structural pressures constrain action. And, the findings from this study provide more support
for the principles of seamless web and symmetry. That is, there are no direct effects of new ICT
on outcomes (as seen in the ways that PDAs were taken up and used in this trial). Nor is it
possible to make predictions of change based on solely technological properties (as evidenced by
the unfounded belief in bandwidth here).

Second, we observe that the current professional practice of evaluating new ICT does not seem
to engage sociotechnical principles. For example, the failure to fully engage sociotechnical
principles when designing and trialing mobile access to JNET reflects a naive view of
sociotechnical action: that social and technical are distinct of one-another (and that change in one
leads to change in the other). The findings we note above are un-surprising: current institutional
structures in policing were not considered (or, worse, ignored -- as was the case with dispatch)
when designing new work technologies. And, the technological elements must be considered on
par with social elements: had this been more carefully considered, bandwidth would not have
been the focus, it would have been reliability.

The field trial design reflects the collaboration between wireless service providers, device
manufacturers, local and state police and information technology leaders, and faculty. That the
resulting trial underplayed the sociotechnical issues leads us to theorize that organizational
decision-makers, users, and technology evaluator’s orientation towards problem-solving will
make it attractive to focus on matching technical features with work and organizational needs. In
doing this they are not likely to address the systemic interactions or to consider extended
interdependencies. In essence, this simplification in analysis comes at the cost of accuracy in
implementation.
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Sociotechnical approaches, such as Bijker’s (1995) four principles, appear more likely to be
applied in post-hoc analysis. They become a comfortable frame for scholars to use. However,
they are at best a weak analytic structure to base proactive action. That is, the principles are
useful to frame and interpret evidence, but are difficult to use in guiding specific designs. What
is missing are the intermediate-level guidance linked to specific technologies or specific social
actions. In the absence of this intermediate-level guidance, the principles are difficult to apply
proactively.

Building on this it seems important, if not imperative, that sociotechnical models provide more
intermediate guidance. By this we mean support for constraints and enablers tied to particular
social actions or that highlight elements of particular technologies. This intermediate level of
sociotechnical knowledge is likely to be represented as contingent or localized models. In doing
this, such localized models point academics and practicing professionals more directly to
dominant patterns of interactions and consequences, and make these findings available in ways
that more directly influence 1CT/systems design and organizational decision-making.

In the United States such a localized model might be found in the example of a single police
officer in a vehicle. This officer has expectations of reliability in terms of his or her equipment
including the vehicle itself, communication equipment, and weapons; connectivity via radio to a
central dispatch office and other officers, and fast-arriving backup sent by dispatch in times of
need. This model would fail if the situation changed to a single officer on foot or on a bicycle, or
to multiple officers in a vehicle, or to officer-non-officer combinations. This intermediate model
demands being situated if the sociotechnical ensembles of policing organizations, device
designers and software developers are going to proactively develop technologies for criminal
justice institutions that are not destined for some form of failure.

Our final observation from this analysis is the over-simplification of sociotechnical action is
likely to continue unless more viable analytic approaches are developed and the assumptions of
the current techno-determinist approaches challenged more explicitly. Given this view, it seems
likely that organizational decision makers, users, and ICT designers will have trouble making
sense of evidence drawn from failed attempts to implement and use ICT based on their simple
views of ICT use, cause and effect. We believe the inability to understand this data is driven by
the unsound approach of invoking direct effects of ICT use, not by the measurements taken or
instruments used to gather evidence (e.g., Sawyer, Allen and Lee, 2003).

While the research literature focused on the effects of ICT highlights the indirect and often
nuanced relationships among use of ICT and performance, professional practice continues to
press for the direct effects model of ICT value. This suggests that more robust, system or
contingency, models of ICT effects are needed (e.g., Avgerou, 2002). This is one of the most
active areas of scholarship in IT and this activity needs to enter the texts, teaching cases, and
classrooms of the next generation’s IT leaders, organizational managers, and technology
developers. For example, those who have focused specifically on the roles of mobile and fixed
location uses of ICT in policing all note that the operational value derived from using new ICT-
centric information systems is minimal, if discernable (Ackroyd, Harper, Hughes, Shapiro and
Soothill, 1996; Dunworth, 2000; Meehan, 2000).
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What seems important to us is a more focused effort to engage the principles of sociotechnical
action in direct comparison to the bases of direct effects models (e.g., Kling and Lamb, 2000).
They develop a comparative analysis of tool and web models of computing relative to
organizational activity. In doing this, they highlight both the seamless web principle (privileging
neither the social nor the technical) and the principle of action and structure by highlighting the
concept of a social actor — one that has agency, but constrained by institutional structures (Lamb
and Kling, 2003). Building on these two principles, in the work reported here we provide a
means of representing the principle of change and continuity by explicitly linking elements of the
technical structure of INET, the institutional structures of police work, and the actions of police.
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Table 1: Sociotechnical analysis

Findings Principles
Coverage and reliability Seamless web
of access more important

than speed/bandwidth

PDA valued for personal Symmetry
use, not for mobile access

JNET and other Change and continuity
applications are used
when mobile

Officers value information  Change and continuity
drawn from JNET

No changes in information  Actor and structure
and data sharing

No changes to police Actor and structure
officer’s work practices
and social norms

No changes to work Actor and structure
governance

Comments

Technological features (bandwidth)
were seen as more central than
operational needs of officers
(operational reliability)

Take up of the device is a social
decision, shaped by technical
characteristics, and often made for
personal needs.

The expectation that JNET would be
valuable for mobile officers (as it
has been for officers via fixed
access) was borne out in the study.

The expectation that information
received while mobile would be
valued was borne out in the study.

Social and operational structures
seemed to be resilient to new
technologies of access and use.

Work practices seemed to be
resilient to new technologies of
access and use.

Governance structures seemed to be

resilient to new technologies of
access and use.
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! Manning (1996) focused on the take-up and uses of cellular phones by police. Personal cellular phone ownership
and use is now common among criminal justice officers. While the take up and use of cellular phone is beyond the
scope of this article, two attributes are worth noting. First, the officer’s use their own (personal) cellular phones and
do not consider them as part of their professional equipment. Second, personal use has made officers aware of issues
with wireless coverage, reliability and use.

2 Given the extensive literature on policing, in this paper we draw from but do not develop or discuss principle
findings. Instead, we refer the interested reader to anthologies of such work (listed in our references and cited here).
The interested reader can also find courses in crime, law and justice offered in most sociology departments and the
extensive material on the web in locations such as the U.S. Department of Justice, the U.K. Home Office and the
International Association of Chiefs of Police.

® Perhaps one of the more difficult parts of a police officer’s job is to remember that even a seemingly common
thing such as stopping a speeding car may lead to armed confrontation. Thus, training is focused on preventing
common from becoming routine.

* Policing in the United States is organized along paramilitary lines. Thus, sergeants are senior/experienced officers,
typically with both patrol and supervisory responsibilities.

® Most police in the United States work alone, which means (1) they rely on the radio as a link to others and (2) the
police dispatcher is a critical node in this linkage. The radio stays on and no one else speaks so that all can hear
listen for a gunshot or the words ‘officer down.’

® Our research design here builds on previous public-sector field studies of work (Rosenbach and Zawacki, 1989).

" Details of the debate and key issues in wireless network deployment, coverage, access and use are beyond the
scope of this paper.

& For more information about JNET, see www.pajnet.state.pa.us.

% Security in the trial was done via “two-factor” identification. This means having a physical key, called a dangle by
the officers, that stores a digital record identifying the owner that is tied to a logical password that must be entered
when the physical key is connected (via USB port) to the computer.

10 JNET is one of the earliest and most visible examples of a small and growing number of these integrated criminal
justice information systems that are a focus on homeland security efforts in the United States. Others include the
Capital Area Wireless Integrated Network (CAPWIN, see www.capwin.org), the automated regional justice
administration system (ARJIS, see www.arjis.org) and a fast-growing number of municipal efforts such as systems
in Chicago, IL, Montgomery County, MD and Los Angeles County, CA.




